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The use of speakers in electronic devices has become widespread, but the security risks associated with micro-speakers, such

as earphones, are often overlooked. Many assume that soundproof barriers can prevent sound leakage and protect privacy.

This paper presents the prototype MagEar, an eavesdropping system that exploits magnetic side-channel signals leaked by a

micro-speaker to restore intelligible human speech. MagEar outperforms some high-precision magnetometers in detecting

magnetic ields at the nanotesla level. Even at a distance of 60 cm, it can recover high-quality audio with a 90% similarity to

the original audio. Moreover, the MagEar prototype is portable and can be concealed within a headset housing. We have

implemented MagEar as a proof-of-concept system and conducted multiple case studies on the eavesdropping of various

speaker-embedded devices, including earphones. The recovered speech can be transcribed using automatic speech recognition

techniques, even when obstructed by soundproof walls. It is our aspiration that our work can prompt manufacturers to

reconsider the security vulnerabilities of speakers.

CCS Concepts: · Security and privacy→ Human and societal aspects of security and privacy.
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1 INTRODUCTION

Motivation: Recent years have witnessed the expansion of advanced information and communication technolo-
gies. We are surrounded by various technological devices ofering complete services and enriching our daily
experience. Acoustic sensors (i.e., speakers and microphones) have been widely embedded in electronic devices
as essential components. Yole Développement predicted that the microphone market would continue to expand
and reach over 8 billion units by 2022 [2], while Technavio [1] forecasted that the micro-speaker market would
reach 15.16 billion units by 2021. However, while enjoying high-quality services supported by these acoustic
sensors (e.g., Voice over Internet Protocol (VoIP), remote conferencing, and online infotainment), we are also
facing a looming threat of privacy disclosure. Despite many preventive countermeasures, new eavesdropping
techniques are constantly emerging, infringing on users’ privacy and security.

State-of-the-art eavesdropping systems have demonstrated the feasibility of inferring sensitive user information
using various non-acoustic sensors in smartphones, such as motion sensors [5, 7, 14, 27, 39] and vibration motors
[30]. However, such methods assume that the adversary has gained access to sensor readings by planting malware.
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Fig. 1. Illustration of MagEar. The adversary disguised MagEar as headphones to eavesdrop on a victim.

By deploying new policies [3], the equipment provider or another relevant organization can efectively impose
restrictions on such hacking. In addition, previous works have concentrated mostly on how to convert a device
near a victim into a microphone capable of recording human speech. Only a few works have noted that the
speaker can łtalkž as well. In ART [36], the authors proposed the concept of wireless vibrometry to eavesdrop
on loudspeakers. They successfully demodulated the vibration signal of a loudspeaker from the received signal
strength (RSS) readings of received Wi-Fi packets, thereby recovering the sound of a piano and ten distinct digits.
However, for small devices, such as headphones, ART cannot restore the sound of their speakers. In this paper,
we explore a new eavesdropping mechanism and report the use of a lightweight device to recover human voice
from speakers, including the micro-speakers in earphones.
Our approach: In this paper, we present MagEar, an eavesdropping system that leverages the magnetic ield
radiated by a speaker to infer what the user is hearing, as shown in Figure 1. We show that the majority of
consumer electronic devices with speakers pose a concern of leaking user private information. The key observation
lies in the sound generation process of the main component in the speaker (i.e., the transducer). The transducer
is responsible for translating electrical signals (digital audio) into mechanical signals (sound). However, there
is an ’intermediate product,’ i.e., the changing magnetic ield, which a simple coil can capture. An adversary
could deduce the original digital audio input by analyzing the variations in the magnetic ield. We refer to such a
process as a magnetic side-channel attack.
Challengs and Solutions: However, we need to overcome several challenges before transforming the above-
mentioned high-level concept into a practical eavesdropping system.

1) The magnitude of the magnetic ield generated by earphones is relatively low, measuring in at the nanotesla
(10−9 T) level. Additionally, the inherent attenuation characteristics of the magnetic signal restrict its leakage
range. The intensity of the magnetic ield is inversely proportional to the third power of the distance, i.e.,� (1/�3).
Given the feeble nature of the magnetic ield, even a high-precision commercial magnetometer can only detect
magnetic luctuations within a range of 5 cm. Consequently, designing a low-cost device capable of eavesdropping
beyond the intimate distance of 35 cm poses a signiicant challenge.
2) In order to measure the faint magnetic ield, enhancing the system’s sensitivity is necessary. However, a

highly sensitive system will inevitably be more vulnerable to noise interference. Our system’s noise originates
from two sources. Firstly, circuit noise possesses a signiicant amount of energy at low frequencies that overlap
with speech, making it diicult to separate the efective voice signal from this noise using a simple ilter. Secondly,
we are constantly surrounded by a multitude of electronic devices that emit electromagnetic radiation. The
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received signal is prone to contamination or even being overwhelmed by ambient noise. Hence, the second
challenge is to eliminate these two types of noise and obtain a clear audio signal.
3) As a magnetic coil is not intended for recording sound in the same way as a microphone, it is unable to

provide an adequate listening experience. The audio derived from magnetic signals will be of inferior quality and
distorted. It is therefore important to investigate the distinctions between magnetic and acoustic signals and
develop a viable recovery technique, which presents another challenge.
Summary of Experiment Results: We evaluated a total of 15 commercially available electronic devices,
comprising 10 earphones and 5 smartphones. These devices were utilized to play audio from an open-source
corpus, and we employed MagEar to eavesdrop on them. At a distance of 60 cm, the average MOSNet score and
cosine similarity for the smartphones were 2.09 and 0.92, respectively. For the earphones, the corresponding
values were 1.83 and 0.89, respectively, at a distance of 50 cm.
Contributions: The main contributions of MagEar are summarized as follows:
1) We propose a new side-channel attack scheme for eavesdropping on speaker-embedded devices like ear-

phones. The results reveal the alarming risk of user privacy leakage posed by the majority of COTS speaker-
embedded devices.
2) Our designed MagEar system is sensitive enough to measure magnetic ields on the nano tesla scale,

surpassing the sensitivity of some high-precision magnetometers.
3) Based on the physical model, we redesign a coil so that its performance is equivalent to a coil with three

times the diameter. Additionally, we eliminate noise interference and improve the quality of distorted audio. At a
distance of 60cm, the audio quality of the recovered speech is equivalent to that of the original audio sampled at
a rate of one-third.
4) We propose a dual-coil mode to compensate for the performance loss due to the angular ofset between

MagEar and the victim’s headphones. Even when the angle between MagEar and the target’s device is 90◦, we
can boost the amplitude of the received signal by three times by rotating two receiver coils.
5) We have conducted a series of experiments under diverse circumstances to investigate the feasibility of

MagEar. Our indings indicate that the eavesdropped signal can be recovered as intelligible speech and transcribed
with ease through the use of a commercial of-the-shelf automatic speech recognition service.

The remaining sections are organized as follows: Section 2 explains the eavesdropping scenarios and how
MagEar works in practice. In Section 3, we show the speaker’s working principle as well as the mathematical
model describing the relationship between input audio and leaked magnetic signals. Then, we introduce the
MagEar design and explain speciically how we determine the various parameters of a receiver coil to measure
the weak magnetic ield of a speaker in Section 4. Section 5 discusses several methods to enhance human speech
features and mitigate noise’s efects. In Section 6, we introduce our designed receiver coil and circuit module. In
Section 7, we evaluate our system performance under diferent experimental settings. We discuss related work
on speech eavesdropping and magnetic sensing in Section 8. We give the potential countermeasure for magnetic
eavesdropping in Section 9 and discuss the limitations of our system in Section 10. Finally, we give the conclusion
in Section 11.

2 THREAT MODEL

We make the assumption that the victim is wearing either headphones or earphones, while the attacker employs
a receiver coil. By measuring the leaking magnetic ield in the vicinity of the victim’s headphones and applying
signal processing algorithms, the adversary is able to extract the audio content of the victim. The victim may
be utilizing headphones to participate in a virtual meeting, conduct a phone conversation, or listen to media.
The reconstructed audio can be played directly, identiied by a human listener, or transcribed using an existing
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Fig. 2. Simulation model of a dynamic speaker

speech-to-text API. Consequently, the adversary can deduce the target’s private information, business details,
personal interests and hobbies, and personal information from the recovered audio.
We suppose that both the victim and attacker are in close proximity to each other. For instance, during peak

hours on public transportation such as subways or buses, the carriages tend to be crowded, and passengers
inevitably come into physical contact with each other. Even for passengers seated, their shoulders are often
in contact with those of adjacent passengers. As illustrated in Figure 1, an attacker can conceal a receiver coil
inside a headphone shell and eavesdrop on the audio content of adjacent passengers’ headphones or earphones.
Moreover, in scenarios where an attacker and a victim are seated on the same bench in a waiting room, airport
lounge, or park, the audio content played by the victim’s earphones is susceptible to leakage.

On the other hand, a receiver coil can serve as an eavesdropping device without requiring human intervention.
A malicious coil can be installed on any object that individuals may stand or sit next to. For instance, some
passengers wear headphones for extended periods on trains or buses and infrequently check their seats, an
adversary may embed coils in railway and bus seats to capture nearby magnetic sounds. Similarly, employees
typically use an unoccupied conference room for personal calls or virtual meetings, making a conference room
table or chair an ideal location for coils that can eavesdrop on private or business discussions. In addition,
individuals may have phone conversations at cofee shops, restaurants, or park benches, potentially exposing
themselves to MagEar.

3 BACKGROUND AND PRINCIPLE

The speaker is well known as the core module of earphones, receiving the device’s audio signal and producing
sound. Although there are diferent speaker structure designs, dynamic unit speakers are widely used in non-
professional headphones. In this section, we will explore the working principle of a speaker and subsequently
analyze the relationship between the input audio and the magnetic ield within the speaker.

3.1 Working Principle of Speakers

The fundamental component of a speaker is the transducer, which transforms electrical energy into mechanical
energy [37]. A dynamic transducer is composed of three essential components: 1) a magnet system, which
comprises a permanent magnet and T iron; 2) a vibration system, consisting of a voice coil and a diaphragm; and
3) components that ofer structural stability. We designed a simulation model in COMSOL based on the speaker
structure [9], as depicted in Figure 2.
When an audio current lows through the voice coil, the ring structure will generate the Oersted current

magnetic efect. Changes in the magnetic lux of the voice coil exert a force on the magnet system’s static magnetic
ield, which drives the diaphragm’s movement.
Due to the constraining efect of the diaphragm’s elastic force on the voice coil’s motion, it exhibits simple

harmonic motion. Nonetheless, the movement of the voice coil alters the magnetic lux of the static magnetic ield
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that passes through the voice coil. According to Lenz’s law, the voice coil impedance hinders the current generated
by the magnetic lux luctuations, thereby introducing resistance to the harmonic motion. As a consequence, the
simple harmonic motion is converted into damped motion, which can be characterized by the motion equation
provided below [37]:

�
�2�

��2
= ���� − �

��

��
− �� (1)

where � represents the total mass of the diaphragm and coil, � denotes the displacement of the diaphragm,
and ���� corresponds to the magnetic force. The damping coeicient � and spring constant � depend on the
material of the diaphragm. Upon solving this diferential equation, we can derive an approximate equation for
the displacement [18ś20]:

� ∝ ���� sin(�� + �) (2)

From Equation (2), we observed that the displacement of the diaphragm is proportional to the magnetic force.
With respect to the magnetic force, it should be noted that the direction of coil vibration is perpendicular to

the magnetic ield. Thus, the magnetic force acting on the coil adheres to Fleming’s right-hand rule. The magnetic
force can be mathematically represented as follows:

���� = ��� (3)

where � is the total magnetic lux density, � is the audio current that lows through the coil, and � is the length of
the coil. Based on Equations (2) and (3), in order to generate sound, the diaphragm must be propelled by suicient
magnetic ield changes, which may pose a risk of privacy infringement. However, the momentum of the voice
coil and diaphragm necessary for sound transmission may be tiny, resulting in a small magnetic leakage from the
earphones. Therefore, is it necessary to be concerned about the risk of magnetic leakage?

3.2 Magnetic Leakage

To answer the question posed in the previous section, it is necessary to quantify the strength of the magnetic ield
that is emitted by a headset. For this purpose, we generated a 1 kHz sine wave in Python and played it through
AirPods. Then, we measured the magnetic ield near the AirPods using a TES-1394S electromagnetic ield tester
with a resolution of 0.001 �T. The angle between the magnetometer and AirPods was 0◦. We took measurements
at a range of distances away from the AirPods.

As shown in Figure 3, the high-precision magnetometer that we employed was capable of detecting magnetic
leakage from a distance of no more than 5 cm from the earphones. Upon itting the curve obtained by the
magnetometer (represented by the dotted line), we can conirm that the earphones’ magnetic leakage is minimal.
In accordance with Faraday’s law of induction, if we adopt a magnetic coil as our receiver to measure the

magnetic ield near the speaker, the induced electromotive force in the coil will be directly proportional to the
rate of change of the magnetic lux density[22]:

� = −��
��

��
(4)

where � is the induced voltage in the coil, � is the number of turns, � is the cross-sectional area of the coil, and
� is the magnetic lux density.

In theory, if we were able to ininitely increase the coil area � and the number of coils � , it would be simple
to measure the magnetic signal emitted by an earphone speaker. However, eavesdroppers cannot realistically
employ this strategy. Moreover, the change in the magnetic signal generated by an earphone speaker is not linear.
If we take the sine function �(�) = �� sin�� as the leaked magnetic signal, we can obtain the following equation:

� = −����� cos�� (5)
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Fig. 3. Electromagnetic leakage of earphones measured at various distances.

This formulation explains why detecting magnetic leakage from other electronic devices is more accessible than
from headphones. In general, the operating frequency of commercial electronic equipment surpasses one hundred
megahertz (108 Hz) or one gigahertz (109 Hz) and may exceed 1011 Hz in the case of an optical communication
device. In contrast, most sounds played through earphones fall within the frequency range of 200 to 2000 Hz,
which presents an enormous challenge for detection. It is worth noting that a coil is preferred over an antenna
for practical reasons. While an appropriate antenna could potentially yield a greater gain, the size of the antenna
required for a reasonable receiving range depends on the signal’s wavelength, and even the most miniature
monopole antenna needs to be at least 1/4 of the wavelength in size. Therefore, the minimum antenna size
necessary for detecting earphone magnetic leakage would be 100 kilometers.

Thus far, eavesdropping on magnetic leakage has appeared unfeasible due to the aforementioned limitations.
However, it is indeed possible to obtain and even retrieve the sounds played through earphones from their
magnetic leakage. The subsequent section will provide a step-by-step explanation of how we overcome these
challenges.

4 MAGEAR DESIGN

4.1 Experimental Setup

In this section, we will detail the process of designing a receiver coil for the purpose of measuring the weak
magnetic ield leaked by earphones. First, we conduct a theoretical analysis of how the parameters of a coil impact
its performance in terms of the passing magnetic lux, induced voltage, sensitivity, signal-to-noise ratio, and
resonance efect. Furthermore, we conducted corresponding experiments to validate these theoretical indings.
Speciically, we generated 1 kHz sine wave audio using Python and played it through the Apple AirPods (1st
generation). At the receiver end, a copper coil was connected to a USB3202 data acquisition board equipped with
a 16-bit analog-to-digital converter (ADC) to collect the leaked magnetic ield. In order to maximize the magnetic
lux lowing that lows through the coil, the angle between the AirPods and the coil was ixed at 0◦.

In addition, the receiver coil and headphones are positioned on the table, and the measured distance refers to
the horizontal distance between their centers. Subsequently, we recorded the amplitude of the measured signal at
1kHz. As an ampliier will introduce considerable circuit noise at low frequencies, we opted not to connect the
coil to the ampliier in this section to enable a more comprehensive investigation of the coil’s properties. All
experiments were performed in the laboratory.

4.2 Geometric Shape

The magnetic ield coniguration of an earphone is complex owing to the presence of both a static magnetic ield
and a dynamic magnetic ield generated by a coil. Traditional research is based on ideal magnetic ield conditions.
Therefore, to optimally measure the magnetic ield, we irst need to determine the optimal geometric shape of
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Fig. 4. Magnetic fluxes for receivers of diferent shapes.

the coil. Under the assumption that the area of the receiver shape is � =
��2

4 , Equation (5) can be rewritten as
follows:

�� =

1

2
�2 � ��2�� (6)

where � is the frequency of the measured magnetic ield. According to Equation (6), if the receiver area and the
number of turns are identical, the induced potential will also be equivalent in theory. However, this is not the
case in reality because the magnetic lux density across the receiving plane difers. To explain this phenomenon,
we need to establish a physical model.

Although the speakers we used in our experiments have diferent voice coil positions, their coil thickness is
only 1 mm, which is signiicantly less than the experimental distance (at the centimeter level). Since the magnetic
ield of an N-turn coil is equivalent to N times that of a single coil, each single-turn coil can be viewed as a
magnetic dipole. A magnetic dipole is a small closed loop that carries an electric current and is deined as� = �� ,
where� is the magnetic dipole moment, � is the current lowing through the loop, and � is the loop’s area. The
external magnetic ield produced by a magnetic dipole can be expressed as follows [21]:

� =

�0�

4��3
��������

(7)

where � is the magnetic lux density, ��������� is the distance in the radial direction, and �0 is the vacuum
permeability constant.

As depicted in Figure 4, we have designed three receivers, each having an area of � =
��2

4 but with distinct

shapes: a circle, a square, and an equilateral triangle. We can calculate that the circle’s radius is �
2 and that the

side lengths of the square and triangle are
√
��
2 and

︃

�√
3
� , respectively. We locate the three shapes at the same

center and calculate their respective magnetic luxes. According to formula (7), the magnetic ield intensity is
greatest near the center. Using the assumption that the magnetic ield at the center point is 1

�3 , we can obtain the

following magnetic lux: � ∝ �0�

4�

∬

1
(���������+� sin arctan �

���������
)3���� . We can easily conclude that the circle has

the greatest magnetic lux, nearly 1.01 times that of the square and 1.02 times that of the triangle.
For experimental testing, we manually wound four coils of diferent shapes: a circle, a square, a rectangle, and

an equilateral triangle. All the coils had the same surface area of 7.065 cm2 and a height of 3 cm. The radius of
the circle was 1.5 cm, while the side lengths of the square and triangle were 2.65 cm and 4.04 cm, respectively.
The rectangle had dimensions of 3.5 cm in length and 2 cm in width. Then, we recorded the amplitudes at 1 kHz
at diferent distances for each coil. The results, as shown in Figure 5, indicate that the circular coil produces the
highest induced voltage.
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4.3 Geometric Size

In terms of total passing magnetic lux, a circle is the most favorable coil shape based on the theoretical calculations
and actual measurements reported in the previous section. In this section, we discuss how to determine the
diameter of a coil.
We designed 8 coils with the same number of turns (N=5000) but varying diameters (� ∈ {4, 6, ..., 16}).

Subsequently, we played a 1 kHz sine wave through AirPods and recorded the amplitudes at 1 kHz for each of
the diferent coils. Figure 6 illustrates the relationships between the diameter and the induced voltage at various
distances, which indicates that the amplitude increases as the diameter grows.
The experiment results shown in Figure 6 defy the expectation that the induced voltage should rise propor-

tionally to the square of the diameter � , as indicated by Equation (6). Instead, the voltage growth rate gradually
decreases. This is not because Equation (6) is incorrect. To explain this phenomenon, we can simplify the variation
process of the induced voltage as follows. When we add a diferential diameter �� , the induced voltage changes
to� +�� ∝ (� +��)2. However, the magnetic lux on the diferential diameter is �� ∝ ( 1

��
)3. Since the diameter

must be a non-negative value, it follows that (� + ��)2 > �2 + ��2. As a result, it is possible to approximate the
increased magnetic lux as � + �� = � + (( 1

��
)3)2.

Although a larger diameter will result in a higher induced potential, an eavesdropper may be constrained by
the weight of their eavesdropping device. We hypothesize that eavesdroppers will attempt to limit the size of
their eavesdropping devices to avoid detection. As the diameter increases, the incremental rise in magnetic lux
gradually declines. Therefore, an eavesdropper is likely to select a coil with a high diameter performance, which
implies that, for the selected diameter, increasing the coil’s unit mass (e.g., by increasing the number of turns)
will result in more rapid growth in the electrical potential.

We calculate the increase Δ� in the induced potential caused by the coil diameter expansion Δ� , and the
corresponding equation can be written as ��������� =

Δ�
Δ�

.
As shown in Figure 8, a coil with a diameter of 14 cm has a more steady efect with distance than smaller

coils. However, given that commercially available earphones do not exceed 8 cm in diameter, we have opted for a
diameter of 4 cm, which yields the highest average performance.

We also investigated how the number of turns afects the induced potential. To this end, we designed another
8 coils with varying numbers of turns (� ∈ {2000, 4000, 6000, ..., 16000}) and the same diameter (D=8 cm). The
experiment was consistent with that of the diameter experiment. Figure 7 reveals that the relationship between
amplitude and number of turns is nearly linear.

4.4 Fill or Vacant the Coil’s Center

In this section, we explore the coil’s central structure based on the selected planar shape and diameter of the coil.
Because the complicated coil structure makes it challenging to mathematically express the magnetic lux across
the coil, we can only measure it through experiments.
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The magnitude of the induced potential generated is directly proportional to the amount of magnetic lux
passing through the coil. Accordingly, in traditional induction coil design, the surface area is enlarged as much as
possible to increase the magnetic lux. However, in eavesdropping scenarios, the coil’s diameter is restricted,
making it challenging to boost the induced potential.

If we ill the middle space of the coil with wires while keeping the overall magnetic lux unchanged, the same
magnetic lux will drive more wires. Will the induced potential be bigger in this case than in the unilled case? To
this end, we designed a new coil wound in a spiral shape, as depicted in Figure 11.
To control the variables, the coil was conined to a plane. We compared the experimental results to those

presented in Section 4.3 (5000 turns). Given the challenge of measuring the induced potential with just one turn,
we compared the result to 1/10 of the value for a 4 cm diameter coil (approximately 0.52), which is the same ratio
as the wire length employed in this experiment.
Figure 9 shows that, when the diameter is restricted to 4 cm, the spiral-illed coil could produce an induced

potential that is two times larger (about 1.15 at 0 cm) than a normal hollow coil with the same wire length
(approximately 0.52).

In experiments, we compared several winding shapes at the center of the coil, such as polygonal (triangular,
square, etc.) windings, and observed that their performance was inferior to that of the spiral. This is because
the directivity of the induced voltage with a linear wire shape results in attenuation of the induced voltage. As
depicted in Figure 10, the induced voltages for linear and circular wire shapes can be expressed as follows:

�������� ∝ �
2��3��

������ ∝ 1
(�+|� | sin arctan �

�
)3 sin arctan

�
�
�� (8)

Through the substitution method, we ind that when the wire’s arc is closer to a circle, the induced voltage
generated by the magnetic ield will be higher.

ACM Trans. Sensor Netw.



10 • Qianru Liao et al.

4.5 Optimizing Performance via Coil Design

Because the electrical signal generated by magnetic leakage is tiny, we need to connect an operational ampliier
(op-amp) to amplify it. However, even When the coil is connected to an op-amp in a shielded room without any
magnetic signal an unexpectedly large level of noise would be introduced. This noise is JohnsonśNyquist noise,
originating mainly from the movement of electric charges inside a circuit. To reduce the impact of signal access
on the op-amp, we need to optimize the coil’s design. Two reference parameters that we need to maximize are
the signal-to-noise ratio (SNR) and sensitivity.
The SNR measures the proportion of JohnsonśNyquist noise in the signal; a higher value suggests a clearer

signal. On the other hand, we can attempt to increase the sensitivity so that even a slight change in the magnetic
lux could cause a signiicant change in the induced potential.
As we discuss in the previous section, the optimal design for a coil is a spiral shape. In other words, we need

to wrap the wire in a spiral shape to make a cylinder layer by layer, with the cross-section shown in Figure 12.
Under the assumption that the center is a hollow circle, we need to calculate the induced voltage accordingly.

However, it is complicated to calculate the induced voltage directly. By approximating each turn of the spiral
as a circular coil, we could make the problem simpler. Therefore, the induced voltage is proportional to the
total area of these coils. The sum of the areas of all coils in a plane (a vertical row of circles in Figure 12) is
∑

�

� (���+�� )2
4 =

�
4

∑

�
(��� + ��)2, where � = 0, ..., �−���

�
. To avoid tedious calculations, we use the following

conversion method. We assign two coils of diferent diameters to a group such that their sum equals � + ��� .

Using Cauchy’s inequality, �
2+�2
2 ≥ ( �+�2 )2, the sum area for each group of coils can then be reduced to the same

equation, �
4 (�2 + ���

2) ≥ �
8 (� + ���)2. We divide all coils into � groups in this way and substitute Equation (5)

for the induced voltage.

�� = � �
�2

4
(� + ���)2�� (9)

The number of turns � can be determined from the wire diameter � and the packing factor(a measure of tightness)
� :

� =

1

2�

�

�

(� − ���)
�

=

� (� − ���)
2��2

(10)

The sensitivity represents the change in the induced voltage caused by the magnetic ield strength. We combine
Equation (9) and Equation (10) to obtain the sensitivity as follows:

����������� =

��

��
=

�2

8

� (� − ���) (� + ���)2
��2

� (11)

From this equation, we can deduce that the induced voltage can be increased by increasing the height � of the
cylinder, reducing the diameter � of the wire, or making the winding gaps smaller, that is, minimizing � . We
show corresponding experimental results in Figure 13.
On the other hand, we can attempt to maximize (� − ���) (� + ���)2. Because we have placed a limit on the

maximum diameter, we can divide both sides of the formula by �3 to recast it as a function expressed in terms of
���

�
.

� = −(���

�
)3 − (���

�
)2 + ���

�
+ 1 (12)

We can conclude that Equation (12) reaches its maximum when ���

�
=

1
3 .

Next, we will calculate the SNR. The JohnsonśNyquist noise caused by the coils can be expressed as �� =

2
︁

���Δ� �, where �� is Boltzmann’s constant, � is the temperature, and � is the resistance value. The resistance
of the coil can be calculated as follows:

� =

��

�����
(13)
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where � is the resistivity constant of the material, � is the length of the wire, and ����� is the cross-sectional area

of the wire, expressed as ����� =
��2

4 .
The total length � can be obtained by adding the circumferences of the diferent-diameter coils. All circumfer-

ences can be expressed as

� = �
∑

�
(��� + ��) �

�

= �
(���+� ) (�−��� )

2�
�
�
=

� (���+� ) (�−��� )�
2�2

(14)

where � = 0, ..., �−���

�
. Using the Gaussian formula, we can obtain a simpliied equation. Combining Equation

(13) and Equation (14), we obtain

� =

2��

�4
(� − ���) (� + ���) (15)

Therefore, the SNR of the coil can be written as follows:

��� =

��

��
=

�2�� �

16�
︁

2����Δ�

︃

� (� − ���) (� + ���)3 (16)

In this ��� model, the irst part of the polynomial represents the parameters, while the second part indicates
that an increase in the height � of the cylinder enhances the SNR, which is consistent with the experimental

results in Figure 14. Second, we obtain the peak value of the SNR when ���

�
=

1
2 . Based on these indings, we

chose a wire diameter of 0.25 mm, and a height of 3.5 cm for the coil, which corresponds to the thickness of a
whole earphone. Additionally, we set the ratio of the inner and outer diameters to be between 1

3 and
1
2 .

We conducted experiments to determine if the actual measurements would match the theoretical analysis.
Since sensitivity refers to the voltage change induced by a unit of magnetic lux, we studied the sensitivity by
observing the variation in the induced voltage as the magnetic lux change. Initially, we designed three coils with
wire diameters of 0.25 mm, 0.35 mm, and 0.5 mm. They had the same diameter (3 cm) and number of turns (500).
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Figure 13 (a) and Figure 14 (a) show that a smaller wire diameter results in higher sensitivity and SNR. Next,
we designed four coils with varying heights (� ∈ {1, 2, 3, 4}), but the same diameter (3 cm) and wire diameter
(0.25 mm). Figure 13 (b) and Figure 14 (b) reveal that a greater height leads to higher sensitivity and SNR. To
investigate the impact of coil diameter, we used 8 coils with diferent diameters (� ∈ {4, 6, 8, 10}). The results
are shown in Figure 13 (c) and Figure 14 (c). In accordance with Equation (11) and Equation (16), sensitivity and
SNR are directly proportional to the coil diameter. To further improve the inductance of the entire coil, we also
inserted an iron core in the inner diameter gap and conducted experiments with the optimized coil. In Figure 15,
the label ‘d4’ denotes the induced voltage of the optimized coil at diferent distances. We can observe that the
optimized coil produces a higher induced voltage than a coil with an unoptimized diameter that is three times
larger (labeled ‘d12’).

In these experiments, we assumed that the eavesdropping signal only consists of a single frequency component;
however, this will not be the case in practice. Therefore, in the next section, we will introduce the impact of
frequency.

5 FEATURE ENHANCEMENT

5.1 Frequency Band Adjustment

Since the coil needs to be connected to an ampliier and ADC to amplify the magnetic signal prior to computer
processing, the weak magnetic signal is susceptible to being overwhelmed by inevitable circuit noise. As circuit
noise is a multifrequency signal that is typically concentrated in the low-frequency range, it is possible to adjust
the resonance efect of the coil as a means of weakening the circuit noise and boosting the audio band. To this
end, we shall introduce a coil’s resonance efect and how we tune its resonant frequency.
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The MagEar’s receiver is comprised of a coil that serves as an inductance. Its impedance is denoted by�� = ���,
which exhibits a linear increase with the rise in frequency. This suggests that the impedance can ofset the
ampliier efect caused by frequency. Therefore, we conducted experiments using signals of varying frequencies.
In this experiment, we generated audio with frequencies ranging from 200 Hz to 20 kHz with a step size of

200 Hz in Python and played it with AirPods. We used a coil with a diameter of 4 cm as a receiver. Then, we
paralleled various capacitors with the coil and plotted the corresponding frequency response curves. The results
are shown in Figure 16.

The curve labeled ‘Default’ in Figure 16 represents the result of our experiments. In contrast to the theory, the
curve does not display a linear or lat trend but instead exhibits a bell-shaped distribution. The inductive reactance
of an inductor changes slowly when the frequency is low, resembling a horizontal straight line. However, this
observation does not provide an explanation for the rapid rise in induced voltage at the signal range of 14-18 kHz.

We conducted further experiments at frequencies above 18 kHz and observed that the induced voltage decreased
rapidly after reaching its peak value. Additionally, we tested coils with diferent numbers of turns and observed a
decrease in the peak frequency as the number of turns increased, as illustrated in Figure 17. This phenomenon can
be attributed to the tightly wound nature of the coils, which leads to capacitance between the wires. Consequently,
the entire loop becomes a series-connected LC resonant circuit. Our coil exhibited resonance near 18 kHz, resulting
in low-frequency magnetic signals with a weak amplitude.

Standard earphones typically operate within the frequency range of 50 Hz to 20 kHz. As it is diicult to predict
the speciic sound frequencies that will be played by the earphones, increasing the induced voltage signal at the
appropriate frequency poses a challenge.

Our indings suggest that connecting a capacitor outside of the coil’s circuit can modify the resonance center
frequency. This enables us to obtain a typical LC resonant circuit with a center frequency of �0 =

1

2�
√
��

.

When we connect a capacitor in parallel, as shown in Figure 18, the system transforms into a complex multistage
circuit. In this case, the resonance center frequency relies on two parts of the circuit: the RLC circuit in series and
the capacitor circuit in parallel. The overall admittance of this circuit can be expressed as follows:

������ = ���� + ��
= − � �0�

(�2
0������+�0��−1)

+ ��0����
(17)

where �0 = 2� � . By setting the overall admittance to ������ = 0, we can solve for the root of the equation to
determine the center frequency and obtain �0 ∝ 1√

����
. Consequently, as the capacitance ���� increases, the

center frequency will shift to a lower value. Accordingly, as shown in Figure 16, we can utilize variable capacitors
to adjust the center frequency, with larger capacitances resulting in a shift towards lower resonance frequencies.
Speciically, the resonance frequency is inversely linearly proportional to the capacitance.
Notably, diferent types of sounds have diferent frequency ranges. Typically, a small bandwidth is required

when MagEar is used to eavesdrop on speech. However, if the target sound is music, a broader bandwidth may

reduce sound distortion. The resonance frequency �0 and the quality factor � determine the bandwidth �� =

�0
�
.

Accordingly, we can obtain �= �0

2� f0�
, where �0 is the resistance and � is the self-inductance.

Speciically, we tried connecting a variable resistor outside of the circuit-sliding varistor. This coniguration
allows us to adjust the variable resistor to decrease the impedance, thereby reducing the quality factor � and
increasing the bandwidth when a wider frequency range is required. The noise spectrogram in Figure 19 indicates
that the circuit noise is concentrated below 400 Hz and persists throughout the audio. Through experiments, we
found that tuning the resonance frequency of the coil to a range between 1500 and 2500 Hz can yield satisfactory
performance, minimizing the impact on the audio band while efectively attenuating the circuit noise.
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Fig. 19. Noise spectrogram.
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Fig. 21. AC noise removal component. Fig. 22. Allan deviations of noise at diferent times(seconds).

5.2 Interference Confrontation

After transforming the magnetic signal that leaked from the earphones into sound, we observed a signiicant
amount of noise obscuring the sound. This noise is prevalent both indoors and outdoors, with indoor environments
exhibiting more severe noise levels. Figure 20 displays the frequency spectrum of a recorded magnetic signal.

At roughly 50 Hz, there is a sudden increase in amplitude to its maximum level. There are other noise peaks at
all odd multiples of 50 Hz. These observations suggest the presence of a noise signal with a 50 Hz fundamental
frequency that generates other odd harmonics. Considering that our power supply comes from a stable voltage
battery, this component is likely to be hum, a type of noise emanating from the AC cable. This hum diminishes
the intelligibility of the recovered audio and is unpleasant to the ear. To mitigate this noise, we employed a notch
ilter module, as depicted in the circuit diagram in Figure 21. We connected the module to the output signal and
employed a three-stage cascade method to eliminate the noise interference from AC power.
Unfortunately, even though we were successful in removing the loudest interference using this method, the

noise problem was not entirely resolved. Considering that the circuit noise has a far greater amplitude than
the intended magnetic signal and exists throughout the duration of the audio, relying solely on adjusting the
coil’s resonance efect is inadequate to eradicate this interference. Moreover, electromagnetic radiation from
surrounding electronic devices may decrease the system’s performance. To remove circuit noise and ambient
electromagnetic interference, we recorded the magnetic noise during a period of silence and established a 1 s
sliding window to compare the frequency domain diferences. Moreover, we used Allan variance analysis, which
was initially proposed to measure the frequency stability of clocks but can also be applied to characterize various
types of noise in sensor data. As illustrated in Figure 19, the noise amplitude is negatively correlated with the
frequency between 0 and 1000 Hz. The noise slope remains stable (��������� = −10−4 � ). As can be seen from the
Allan variance results in Figure 22, the slope of the curve on a double logarithmic graph is close to -1, indicating
that the signal mainly exhibits white noise across the entire frequency spectrum. The peak between ��� values
of 10−3 to 10−2 indicates the presence of sinusoidal noise between 100 Hz and 10000 Hz.
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Fig. 23. Induced voltage proportional to the frequency. Fig. 24. Frequency response curve of the Sony MDR-1000x.

As this noise is a form of additive noise and is uncorrelated with the desired speech, we can employ spectral
subtraction for noise reduction. The spectral subtraction technique involves estimating the noise spectrum during
silent periods and subtracting it from the original spectrum to obtain a clean speech signal.

In detail, the calculation for obtaining the clean spectrum by subtracting the noise spectrum from the original
spectrum is expressed as follows [8]:

|� (�) |2 =
{

|� (�) |2 − � |� (�) |2 |� (�) |2 > (� + �) |� (�) |2

� |� (�) |2 ����
(18)

where � (�) is the speech signal, � (�) is the clean speech signal, � (�) is the additive noise signal, � is the
subtraction factor and � is the spectral loor parameter. The parameter � controls the amount of speech distortion.
If � is too large, some speech information will be eliminated along with the noise, hence diminishing the speech’s
intelligibility. However, if � is too tiny, considerable noise will remain. In our system, � is set to 0.02 and � is
chosen as described in [8]. The denoised time-domain signal can then be obtained by applying the inverse discrete
Fourier transform on the power spectrum.

5.3 Frequency Response Equalization

As previously mentioned, we can eliminate the noise using the techniques described earlier. However, the audio
recovered by MagEar still exhibits distortion, particularly in the form of sharper sound than the original audio.
This deformation has two underlying causes. One is the fact that the magnetic ield of the earphones does not
correspond to the vibration amplitude, and the other is the damping efect introduced by the resonance of the
coil.
Let’s begin by discussing the inequality between the magnetic ield and the vibration amplitude of the

headphones. The magnetic force is utilized to accelerate the earphone coil, and when the coil needs to vibrate
rapidly, the acceleration must increase to enable the coil to reach its desired position in less time. For sounds with
the same amplitude but diferent frequencies, higher frequencies require faster movement, resulting in higher
acceleration that necessitates a greater magnetic force.

We conducted experiments using headphones to play sounds of equal amplitude but varying frequencies. The
results depicted in Figure 23 demonstrate that as the frequency increases, the induced potential also increases.
After normalizing this curve, we refer to it as the frequencyśmagnetic curve � (� ), which represents the variation
in the magnetic ield coeicient as a function of frequency.

Another cause of distortion originates from the resonance efect. The damping efect is at its minimum when
the signal is at the resonance center frequency, and it increases as the signal deviates from the center frequency,
leading to a reduction in the induced voltage. Note that the damping efect can also be altered by adjusting the
capacitance (Figure 16).
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We irst used diferent capacitors to record the response function �� (� ,�) to the magnetic ield signal, with
� representing the corresponding capacitance value of the curve. The normalized curve displays the induced
voltage of the coil at diferent frequencies when the same magnetic ield is applied. To restore the audio to its
original nature, it is necessary to amplify it based on the frequency spectrum.
The restoration process is divided into the following steps. When we receive eavesdropping signals, we irst

calculate the resonance frequency �0 in accordance with the chosen capacitance and obtain the response function

�� (�0,�). Then, we multiply the signal at all frequencies by
�� (�0 )
�� (� ) to acquire the actual magnetic ield from the

received signal.
In the next step, we use the frequencyśmagnetic curve � (� ) for scaling. We choose the resonance frequency �0

as the reference for scaling and calculate the scaling factor
� (�0 )
� (� ) at diferent frequency points. This approach is

applied because we have found that the signal at �0 is the least distorted, and the distortion will be aggravated if
we use a diferent frequency point as the reference.

However, after multiplying by the scaling factor, the restored audio is still of poor perceived quality. The reason
is that humans are not accustomed to a lat audio response curve. Therefore, to achieve audio restoration, we
utilize the Harman curve as a benchmark. The Harman curve is a standard curve utilized by earphone designers
to measure earphone sound quality. We use the Harman curve coeicients to readjust the sound again based on
the frequency spectrum. After restoration, our ultimate frequency response curve is depicted in Figure 24.

5.4 Speech uality Metrics

To evaluate the performance of our algorithm, we use both objective (MFCCs) and subjective (MOSNet) measures
to assess speech quality.

MFCCs: Mel-scale frequency cepstral coeicients (MFCCs) are among the most common and efective sound
features for evaluation. A short-time Fourier transform and a Mel ilter bank is applied to estimate the energy
distribution characteristics of audio in the frequency domain; speciically, 12 cepstral-domain values are used to
measure these characteristics.

To evaluate speech quality, we extract the MFCCs of played audio and recovered speech as their features. We
then compute the cosine similarity of two sets of coeicients. Cosine similarity corresponds to the cosine value
of the included angle between two vectors. The closer the angle between the two vectors is to 0, the closer their
cosines are to 1. Hence, the cosine similarity values are between -1 (opposite) and 1 (same). For the sake of brevity,
we will refer to the cosine similarity between the MFCCs of two audio samples as ‘MFCC’ in the subsequent
sections.
MOSNet: Listening tests often use the mean opinion score (MOS) to evaluate audio quality. This score is

determined through listener ratings on a 5-point scale, taking into account subjective factors like sound clarity
and comfort. MOSNet is a recent advancement in automatic quality evaluation that was built on a convolutional
neural networkśbidirectional long short-term memory (CNN-BLSTM) model [26]. It considers human MOS
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judgments as the ground truth and predicts MOS ratings with a fairly close correlation to human subjective
ratings. The calculation of MOSNet yields a score ranging from 1 (very poor) to 5 (very excellent). To assess
the efectiveness of these two metrics, we downsampled an audio recording with a 24 kHz sampling rate to
a lower sampling rate and calculated the MFCC and MOSNet results. As shown in Figure 25, as the sampling
rate decreases, the MFCC and MOSNet values also decline. The MFCC and MOSNet values for audio samples at
diferent downsampled rates (4k, 8k, 16k, and originalś24k) were as follows: MFCC (0.74, 0.83, 0.95, and 1) and
MOSNet (1.9, 2.0, 2.4, and 2.6).

Then, we utilized theMFCC andMOSNet scores to evaluate the performance of various algorithms in enhancing
the recovered audio quality. Figure 27 shows the achieved audio quality when a coil is connected in parallel with
diferent capacitors. It can be observed that the relationship between audio quality and external capacitance is not
linear. For the designed receiver coil, the audio quality reaches its maximum value when the external capacitance
is 6.8 nF and the resonance frequency is approximately 3200 Hz. When the external capacitance is small, the
coil will have a high resonance frequency that cannot amplify speech signals. In contrast, when a receiver coil
has a resonance frequency below 2 kHz, we also cannot obtain high-quality audio. The reason is that the circuit
noise has high energy at low frequencies, as shown in Figure 19. In these frequency bands, the noise can also be
ampliied, leading to poor speech quality. In addition, Figure 26 demonstrates that applying a notch ilter and
spectral subtraction signiicantly improves the audio quality.
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Table 1. Comparsion of the default amplitude and the maximum amplitude obtained under the optimal coils’ placement as

the target headphones’ angle varies.

�������
Default

amplitude

Optimal

amplitude

Optimal angle

[������� , �ℎ��� , ��� � � , ����ℎ� ]
0◦ 0.274 0.5233 [0◦, 75◦, −60◦, −60◦]
15◦ 0.2433 0.4936 [15◦, 75◦, −60◦, −60◦]
30◦ 0.2635 0.4467 [30◦, 90◦, −60◦, −30◦]
45◦ 0.3468 0.4491 [45◦, 90◦, −30◦, −30◦]
60◦ 0.3023 0.4637 [60◦, 0◦, 60◦, 60◦]

75◦ 0.1709 0.4512 [75◦, 0◦, 60◦, 60◦]

90◦ 0.1514 0.4894 [90◦, 15◦, 60◦, 60◦]

5.5 Angle Adjustment

5.5.1 Dual Coils Mode. In the previous section, we assumed that the MagEar coils and the victim’s earphones
were aligned along the same axis. However, in many cases, it’s tough to achieve. Because the victim’s headphones
could be in any position, and the angle between them could be as great as 90◦. Unfortunately, an angular ofset
can cause a reduction in the received magnetic lux, which in turn reduces the quality of the audio obtained.

MagEar employs a dual-coil mode to solve this problem, as shown in Figure 28. In the ‘default mode’ scenario,
an adversary conceals a single coil in a headphone shell. However, in dual-coil mode, the adversary hides one coil
on each side of the headphone shell. When the eavesdropping angle is not ideal, this mode enables an attacker
using MagEar to rotate to face the victim from the front rather than the side. For example, when the angle
between the victim’s headphones and the receiver coil is 30 degrees, MagEar’s performance degrades compared
to the optimal-angle case. In the dual-coil mode, these two coils are connected in series to enhance the received
signal and thus compensate for the performance loss due to the angular ofset. This method efectively raises
the induced voltage of the received signal because two coils form a mutual inductance, thereby enhancing the
intensity of the induced voltage. In fact, as shown in Figure 29, the induced voltage is often higher than twice
that of a single coil.

5.5.2 Optimal Angle. On the other hand, we can also rotate the angle of two receiver coils to better adapt to the
changing victim’s position. To be speciic, we deine four angles to describe the rotation movement of the coils.
We assume that the two receiver coils are placed at the same positions on each side of the headphones. First, we
refer to the angle formed by the center line of the two receiver coils and the target headphones as target angle
������� , as shown in Figure 31(a). Then, we introduce a head rotation angle of the attacker. Imagine a scenario
where a victim is standing right in front of us, we could swivel towards the victim to allow as much magnetic
lux as possible through the receiver coils. Therefore, we deine the degree of head rotation as �ℎ��� , which also
indicates the angle of simultaneous rotation of the internal receiver coils, as displayed in Figure 31(b). In addition
to turning the head, we can also control the coils’ rotation. We describe the left and right coil’s rotation angles as
��� � � and ����ℎ� , respectively.

To investigate how these four angles inluence received magnetic signals, we attempted to ind a function to
describe their respective impacts. However, because there are four variable angles and the relationship among
them is not linear, it is challenging to it a multidimensional nonlinear function with a traditional mathematical
model. Thinking of the powerful nonlinear mapping ability of Back Propagation Neural Network (BPNN), we train
a model to express the mapping relationship between the four angles and the amplitude of the measured signal.
To acquire enough training data, we carried out experiments from diferent angles. Considering that in real attack
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scenarios, it is diicult for an attacker to accurately estimate the relative angle to the victim’s headset. Therefore,
we have selected seven common and well-recognized angles. Speciically, the values of ������� and �ℎ��� were
both varied in the range {0◦, 15◦, 30◦, 45◦, 60◦, 75◦, 90◦}. And given that the coils could be rotated in both left and
right directions, ��� � � and ����ℎ� were taken as {−30◦,−60◦, 0◦, 30◦, 60◦}. Considering that it is hard to precisely
calculate the angle of the target victim relative to the attacker and the attacker’s head-turning angle in practice,
we selected those ordinary integer angles in this experiment. For each group of angles [������� , �ℎ��� , ��� � � , ����ℎ� ],
we recorded its corresponding received signal. Therefore, there are 7 × 7 × 5 × 5 sets of data in total. In this
experiment, we played 1kHz sine wave audio using Apple AirPods, and the left and right coils were connected in
series and output through ADC. Then, we recorded the amplitude of the measured magnetic signal at 1kHz.

We divide 95% of 1225 sets of experimental data into the training dataset and use the remaining 5% as the test
dataset. Figure 30 shows the predicted amplitude of the test data using BPNN and the actual amplitude collected
in the experiment, and the mean square error is approximately 0.001. Table 1 illustrates how the amplitude of the
received signal increases by changing the angle of receiver coils when the position of the target’s headphones
varies (������� ∈ {0◦, 15◦, 30◦, 45◦, 60◦, 75◦, 90◦}). In this table, ‘default amplitude’ indicates the amplitude of signals
acquired when the two coils are placed in a default way (�ℎ��� , ��� � � and ����ℎ� are all equal to 0◦). ‘optimal
amplitude’ means the amplitude value obtained with the optimal coils’ arrangement, i.e. the maximum value.,
while ‘optimal angle’ represents the current coils’ angle ([������� , �ℎ��� , ��� � � , ����ℎ� ]).

Furthermore, in practice, the angle of the victim’s headphones can be arbitrary, i.e., not among the seven
ixed angles. By carefully inspecting our calculated optimal angle combinations, as given in Table 1, we ind that
there is a certain linear variation between diferent ������� . For example, for ������� = 75◦ and ������� = 90◦, their
corresponding optimal angles are [75◦, 0◦, 60◦, 60◦] and [90◦, 15◦, 60◦, 60◦], respectively. The distinction between
these two cases lies in the value of �ℎ��� , which has increased from 0◦ to 15◦. Thus, for an arbitrary alpha between
75◦ and 90◦ (e.g., 85◦), we can gradually add the value of its �ℎ��� according to Table 1. Likewise, for any angle in
the other ranges, we can refer to the results in Table 1 to dynamically adjust our two coils’ placement angles.

5.6 Speech Separation

In our previous section, we employed a denoising technique to preserve the original speech features of the
data efectively. This approach is crucial because many speech recognition models heavily rely on data-driven,
especially those models integrated into Application Programming Interfaces. By utilizing this method, the speech
recognition model can maintain a relatively high accuracy rate even in the presence of noise within the speech
data. This positive outcome is attributable to the data-driven approach, which places signiicant emphasis on
speech features and their combinations. However, it is worth noting that simply focusing on data features in the
denoising process can lead to a lack of user-friendliness. In speech recognition, unlike machines, humans may not
accurately discern when noise closely resembles the target sound. Consequently, relying solely on data-driven
denoising methods can result in a subpar listening experience for individuals. As a means of enhancing the
listening experience, we will introduce an alternative denoising solution.

ACM Trans. Sensor Netw.



20 • Qianru Liao et al.

Receiver coil

Battery

Circuit module

Fig. 33. Diagram of the eavesdropping coil.

We utilized SepFormer [32], a neural network based on the Transformer model, for speech separation. This
RNN-free approach enables the SepFormer to efectively capture both short and longterm dependencies by
utilizing a multiscale methodology that leverages transformers.
The SepFormer network comprises the encoder and masking network, serving as its key components. The

encoder block aims to generate a well-learned representation of the input signal, utilizing transformers to
grasp both short and long-term dependencies. By leveraging the parallelization advantages of Transformers, the
encoder achieves remarkable performance, even with a downsampling factor of 8, enabling faster processing and
reduced memory requirements. On the other hand, the masking network focuses on estimating optimal masks
for separating diferent sources within the mixtures. It utilizes multiple SepFormer blocks, transformer-based
neural networks dedicated to learning and estimating the best masks for each source. These blocks are speciically
designed to capture the dependencies between the sources and comprehend the long-term structure of the input
signal. Additionally, the masking network incorporates a chunking module that breaks down the input signal
into smaller portions, thereby reducing the computational complexity of the SepFormer blocks.

It is essential to acknowledge that this approach aims to extract speech relevant to the text, thereby eliminating
noise interference and ultimately enhancing the overall quality of the speech. However, it is crucial to recognize
that this method may result in the loss of speciic speech characteristics. Further details regarding this will be
discussed in the subsequent experiments.

Figure 32 shows the spectrogram of the acquired signal processed by our algorithm at a distance of 60cm. We
observed that SepFormer efectively removed most of the noise in the signal and enhanced the speech features,
resulting in a better listening experience.

6 IMPLEMENTATION

As our receiver, we designed a coil with a diameter of 4 cm and a height of 3.5 cm. In addition, an external
capacitor was connected to the coil in parallel to adjust the resonance frequency. To enhance the received signal,
the coil was connected to an AD620 ampliier with a gain of 2000×. Then, the coil was connected to a USB3202
data acquisition board, which features a 16-bit ADC to digitize the signal. This ADC supports a sampling rate of
up to 250k, covering the entire audible frequency band of human speech. Finally, the ADC was connected to a
laptop through a USB port for processing the received signal.
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7 EVALUATION

7.1 Experimental Setup

Data: In our evaluation, we used audio from LibriTTS as the eavesdropped content. LibriTTS is a collection of
English speech recordings from multiple speakers, which includes around 585 hours of read speech in English at
a sampling rate of 24 kHz [38].
Metrics: We used objective (MFCC) and subjective (MOSNet) measures to assess speech quality.
Automatic speech recognition: We conducted additional experiments to evaluate the application of voice
recognition on the recovered audio. To transcribe the magnetic sound into text, we utilized the Google speech-
to-text (STT) API. The Levenshtein ratio and the word error rate (WER) were employed as speech recognition
metrics to evaluate the similarity between the transcribed text and the ground-truth text. The Levenshtein
distance is the minimum number of edits (i.e., substitutions, deletions, or insertions) required to transform one

string into another, and the Levenshtein ratio is calculated using the equation 1 − ������ℎ�������������,�
��� (����,���� ) . We refer

to a similarity result as automatic speech recognition (ASR) accuracy. The WER is a standard metric for speech
recognition that is calculated as��� =

�+�+�
�

, where � , � , and � are the numbers of substitutions, deletions, and
insertions, respectively, and � is the number of words in the reference text.
Other: The earphone’s audio loudness was adjusted to 80 dB (80% volume for earphones) and measured using a
SMART SENSOR AR844 digital sound level meter. Note that this loudness value is only perceived within the ear
canal and is inaudible to anyone outside. The MagEar and the eavesdropped device were positioned at a ixed
angle, with the coil oriented towards the speaker to maximize the magnetic lux passing through it.

7.2 Eavesdropping on Diferent Speakers

Eavesdropping on the content of someone’s phone calls is one of the most common eavesdropping scenarios.
Generally, this can be achieved by implanting malware on the victim’s smartphone. If malware implantation is
not feasible, a miniature acoustic microphone can be secretly deployed in the vicinity of the victim to record the
speech. However, the voice at the remote side of the phone call is typically too small to be recorded in this way.
As a supplement, MagEar can eavesdrop on the remote side by recovering sound signals based on the magnetic
leakage of the phone’s speaker.
In this experiment, we evaluated MagEar’s ability to eavesdrop on cellphones and headphones. During the

irst stage, the subject was instructed to hold ive diferent smartphones in close proximity to their ear. In the
second stage, they were asked to wear ten diferent earphones, each connected to a smartphone. Five tested
smartphones including iPhone Xs, OnePlus 7 Pro, and Huawei P30, while ten evaluated headphones including
Airpods, Earpods, Sony WH-1000XM3, and ATH-M50x. The distance between the coil and the eavesdropped
device ranged from 20 cm to 60 cm for earphones and from 30 cm to 70 cm for smartphones. All the audio samples
from the LibriTTS corpus were played once during each round, and we collected the magnetic signals for analysis.
Figure 34 shows the recovered speech quality for non-in-ear headphones, earphones, and smartphones at

varying distances. The top three subgraphs display the results for SNR, accuracy, and WER, while the bottom
subgraphs illustrate the MFCC and MOSNet values. The results indicate that MagEar can efectively restore
in-ear and non-in-ear headphone audio with good preservation of sound characteristics within a distance of 60
cm, despite a signiicant drop in SNR. Speciically, the average automatic speech recognition (ASR) accuracy for
headphones is 98.73% at 20 cm and 74.31% at 60 cm. The recognition accuracy is 47.71% when the distance is 60 cm
for in-ear earphones. Notably, in-ear headphones show a faster decline in the MOSNet score due to their closed
structure and ability to produce sound with lower vibration. Additionally, their piezoelectric systems consume
less energy, resulting in smaller magnetic ields than those of non-in-ear headphones. For smartphones, the
average ASR accuracy is 95.76% and the average WER is 13.99% at a distance of 30 cm. As the distance increases
to 70 cm, the average accuracy decreases to 80.78% and the average WER increases to 37.54%.
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Fig. 34. Performance in phone call eavesdropping with diferent distances between the speaker and MagEar.

In addition to recognition accuracy and WER, we also display objective (MFCC) and subjective (MOSNet)
measures in the bottom subgraphs in Figure 34 to provide a more comprehensive evaluation of MagEar’s
performance. To further assess the capabilities of MagEar, we downsampled audio sampled at 24 kHz to several
lower sampling rates (i.e., 4 kHz, 8 kHz, 12 kHz, and 16 kHz) and calculated the MFCC and MOSNet scores. The
yellow dotted lines in Figure 34 represent the values when the original audio sampling rate is downsampled to
50% and 30% of the original, while the blue dotted lines represent the values of MOSNet. We can observe that all
MagEar performance metrics exceed those of audio with a 30% downsampling rate and come close to those with
a 50% downsampling rate.

7.3 Physical Obstacles

Without loss of generality, we focused our evaluation on a single earphone model (i.e., AirPods) and one
smartphone model (i.e., iPhone Xs) in the following experiments. Despite the belief held by most individuals
that physical barriers such as walls, soundproof glass, or doors can prevent eavesdropping, our experiment
demonstrated the capacity of MagEar to eavesdrop even in the presence of such obstacles. We experimented with
concrete walls of three thicknesses (23, 33, and 42 cm), where the eavesdropping distance was equal to the wall
thickness. We also used a 2.5 cm thick wooden board and a 1.0 cm thick sheet of tempered glass as obstacles,
with an eavesdropping distance of 40 cm.

The results for the earphones and the smartphone are presented in Figure 35 and Figure 36, respectively. The bar
and line graphs represent the MOSNet and MFCC values, respectively. The w/o wall and w/ wall in both igures
refer to the case of without a wall and with a wall between the target device and the receiver coil, respectively. It
can be seen that the presence of obstacles has a negligible efect on magnetic side-channel eavesdropping, as
these barriers possess low conductivity, thereby allowing magnetic signals to pass through with minimal loss.

7.4 Eavesdropping in Diferent Environments

Next, we evaluated MagEar in diverse environments beyond the laboratory in which the previous experiments
were performed. The eavesdropping distance was ixed at 40 cm for AirPods and iPhone Xs. Our test sites
comprised indoor and outdoor locations, namely, a park, a cofee shop, a restaurant, and a private residence, each
exhibiting distinctive ambient magnetic ield strengths. For example, in a cofee shop, many customers may use
laptops, tablet PCs, or smartphones for business or entertainment. A cofee shop’s light bulbs and power lines
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Table 2. Eavesdropping performance in diferent environments for AirPods and the iPhone Xs (distance=40 cm)

AirPods Iphone

Scenarios MFCC MOSNet MFCC MOSNet

Laboratory (49 dB) 0.85 1.86 0.88 1.92

Home (44 dB) 0.867 1.993 0.907 2.109

Park (52 dB) 0.89 1.928 0.95 2.2

Restaurant (66 dB) 0.82 1.52 0.84 1.78

Cofee Shop (60 dB) 0.83 1.6 0.87 1.98

will also emit electromagnetic radiation. The electromagnetic interference emitted from such electronic devices
may afect the performance of our system.

In contrast, outdoor environments like parks are typically less congested, with fewer electronic devices in use,
resulting in relatively weaker magnetic ield strengths. As shown in Table 2, all selected environments exhibit
varying degrees of magnetic ield interference and noise disruption. We can see that the overall MFCC and
MOSNet performance sufers a certain degree of degradation in indoor public scenarios. On the contrary, the park
scenario exhibited lower magnetic ield interference than the laboratory, leading to higher MFCC and MOSNet
scores.

7.5 Enhance Listening Experience

Diferent from machines, human attackers require an easily distinguishable sound environment. As Section 5.6
shows, we leverage SepFormer[32] for speech separation and enhancing the listening experience of recovered
audio. We conducted experiments to investigate the efectiveness of SepFormer in extracting speech content.
Speciically, we used Sony WH-1000XM3 headphones to play audio from LibriTTS[38] and placed our receiver
coil at various distances from the headphones to capture the magnetic ield signals separately. The attack distance
ranged from 30cm to 60cm.

Since MOSNet computes subjective human ratings of audio quality, we use MOSNet as a metric for evaluating
speech separation performance. Figure 37 shows the improvement of MOSNet values of magnetic signals measured
at diferent distances after being processed by our algorithms. Even when the audio has been denoised and
frequency response equalized, applying SepFormer can still signiicantly increase its MOSNet value. For example,
at a distance of 50cm, compared with the unprocessed audio, the MOSNet value increases from 1.593 to 2.023
after applying the denoising and equalization techniques and further rises to 2.514 after applying SepFormer.

ACM Trans. Sensor Netw.



24 • Qianru Liao et al.

30 40 50 60

Distance (cm)

1

1.5

2

2.5

M
O

S
N

e
t

Raw

Denosing+Equalization

Sepformer

Fig. 37. Improvement in MOSNet values with speech separation.

24 22.050 11.025 8

Sampling Frequency (kHz)

50

60

70

80

90

100

A
S

R
 (

%
)

24 22.050 11.025 8

Sampling Frequency (kHz)

50

60

70

80

90

100

A
S

R
 (

%
)

320 256 192 128 64

Code Rate (kbps)

50

60

70

80

90

100

A
S

R
 (

%
)

320 256 192 128 64

Code Rate (kbps)

50

60

70

80

90

100

A
S

R
 (

%
)

(a) iPhone Xs (b) Airpods (c) iPhone Xs (d) Airpods

Fig. 38. Speech Recover Performance for diferent sampling frequency and code rate

7.6 Songs Identification

In this eavesdropping case, we perform song identiication to validate the possibility of using magnetic leakage
signals to match the audio pattern. Speciically, we use a normal speaker to replay the songs eavesdropped by
MagEar and identify the songs using a mobile applicationÐShazam[33].
Shazam is a music application owned by Apple Inc. It can identify songs given a short sample of the audio

track being played. The powerful function is achieved by analyzing the frequency components of a given sound
and seeking a matched spectrum ingerprint of over 12 billion songs in the database.

Speciically, we downloaded 100 hit songs in 5 diferent languages, 20 songs for each language. Note that all of
the songs are able to be identiied by Shazam under normal playback conditions. We feed Shazam with łmagnetic
songsž eavesdropped from diferent earphones, smartphones, and smart speakers. The distance between the
coil and playback devices is set to be the critical distance where ASR ≈ 60%. The results show that Shazam can
identify 96.6% of songs eavesdropped by MagEar.

7.7 Recover diferent quality of sound source

In this section, we explore how the quality of sound source afects the recovered speech by MagEar. Speciically,
we resample the audio sample into diferent sampling frequencies and code rates. The standard sample rate of
telephone communication, AM radio, FM radio is 8000 Hz, 11025 Hz, and 22050 Hz, respectively. The code rate
iterates over 64 kbps, 128 kbps, 192 kbps, 256 kbps, and 320 kbps as typical MP3 audio provides. Figure 38 depicts
the corresponding results. We can see that the lower sampling frequency leads to a lower ASR accuracy, while
code rate is not a critical factor that results in a lower ASR accuracy.
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8 RELATED WORK

8.1 Speech Eavesdropping

Over the past few years, many researchers have put forward a range of side-channel attack schemes to efectively
intercept human speech by utilizing non-acoustic devices such as accelerometers, gyroscopes, geophones, WiFi,
vibration motors, hard drives, cameras, magnetic coils[24], and photodiodes, which raises huge concerns on
security risk of leaking personal privacy and conidential information. Existing non-acoustic speech eavesdropping
methods can be divided into two main categories, namely, classiication-based and recovery-based.

Classiication-based: Gyrophone [27] exploits motion sensors for eavesdropping; speciically, it utilizes the
gyroscope on a smartphone to record speaker vibrations. The vibration readings relect the speech information
and are utilized to identify the pronunciation of digits. Building on a similar concept, multiple studies have
conirmed the feasibility of using accelerometer data for detecting hot words [39] and recognizing isolated words
[6, 7]. S Abhishek Anand et al. [5] explored the correlation between speech and motion sensor data and determined
that motion sensors can solely detect variations induced by surface vibrations or conductive vibrations, whereas
aerial vibrations lack suicient power to impact motion sensor readings. WiHear [35] can recognize several
words based on analysis of channel state information (CSI) patterns that are afected by the movement of the
user’s mouth. One of the main disadvantages of these systems is that they use machine learning algorithms to
classify sound samples, which can only recognize a few words that are stored in the database in advance. On the
other hand, MagEar is an external device that does not assume that the attackers obtain access permission to the
motion sensor of the victim’s device by installing malware. The recovered speech of MagEar is intelligible and
can be identiied by both humans and machines with high accuracy.
Recovery-based: VibraPhone [30] exploits the reverse electromotive force of a smartphone’s vibro-motor

to convert it into an acoustic microphone. In [23], Kwong et al. suggested employing a magnetic hard disk
as a microphone and demonstrated that they could reconstruct human speech by measuring the deviation of
the read/write head from the track’s center. Laser/light-based techniques [28, 31, 34] for eavesdropping are
prevalently used in espionage activities. A light/laser beam is pointed at an object in the area nearby the victim
through a window. The eavesdropper can then recover the speech by analyzing the luctuations of the relected
beam. A visual microphone [4] captures the micro-vibrations caused by airborne sound pressure from an object
(such as an empty snack bag) using a high-speed camera with a frame rate of 2200 FPS to restore human speech in
proximity to the object. Lamphone [29] employs a telescope to focus on a light bulb hanging in the victim’s room
and a photodiode to record the bulb’s vibrations caused by the air pressure of sound waves. The victim’s speech
is then retrieved by analyzing the luctuations in the photodiode readings. The authors of ART [36] successfully
demodulated the vibration signal of a loudspeaker from the received Wi-Fi packet’s RSS readings. They were
able to recover the sound of a piano and recognize ten digits by analyzing the RSS. In contrast, MagEar takes
advantage of electromagnetic leakage of the speaker and recovers the inductive current in a coil to intelligible
speech. In addition, MagEar is able to eavesdrop on victims under diferent environment settings, including
through-wall settings.

8.2 Magnetic/Electromagnetic sensing

On the one hand, numerous researchers have proposed interesting sensing applications by leveraging the
properties of magnetic and electromagnetic ields. Maghacker [25] is a sensing system that can deduce the contents
of handwriting by intercepting the magnetic ield emitted from the permanent magnet in a stylus pen. MET [17]
tracks the position and orientation of an electric toothbrush based on the unique magnetic ield generated by the
motor inside the toothbrush to determine whether the user’s gestures are correct. Hayashi et al. [15] demonstrated
the capability to snoop on the contents displayed on a tablet by capturing the electromagnetic emissions from
the display interface. The authors of MagAttack [10] discovered that the various system instructions composing
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PC applications are relected in the CPU consumption of devices and, thus, the corresponding electromagnetic
emissions. Hence, it is possible to leverage electromagnetic interference signals radiated from a CPU to infer
device activities, i.e., application launching and application execution.
Choi et al. [11, 12] revealed a security vulnerability in Samsung Pay, where they developed magnetic coils

to monitor the magnetic ields generated by magnetic secure transmission devices, enabling them to decode
one-time payment tokens decoded from the magnetic signals. NFC+ [40] implemented a long-range magnetic ield
reader with multiple transmission coils based on the resonance efect for a near-ield communication network. In
[13], the authors proposed a novel approach for intercepting visible light communications through a wall.

9 COUNTERMEASURE

In terms of defensive countermeasures, one potential defense is the implementation of magnetic shielding material
within the headphone shell, which can efectively reduce magnetic leakage from headphones. High-permeability
metals, such as iron, silicon steel, or permalloy, are commonly utilized for shielding low-frequency magnetic
ields. Due to their low magnetic resistance, high-permeability materials concentrate magnetic induction lines
within the shielding material and prevent them from passing through any surrounding cavities. To investigate the
eicacy of shielding, we placed a permalloy plate with a thickness of 0.8 mm between the target earphones and
the receiver coil of MagEar, which was positioned 30 cm apart. After the installation of a permalloy plate, the ASR
accuracy dropped from 98.37% to 71.95%, the SNR decreased from 4.16 to 1.70, and the MOSNet score declined
from 2.19 to 1.88. These results show that high-permeability metals can efectively impede the propagation
of magnetic ields and signiicantly impact system performance. Therefore, we recommend that headphone
manufacturers incorporate magnetic shielding materials within their products to mitigate privacy risks arising
from magnetic leakage.

10 DISCUSSION

As a proof-of-concept eavesdropping system exploiting magnetic side-channel information, MagEar still has
certain limitations that require addressing in the future.

10.1 Eavesdropping range

The primary drawback of MagEar is its eavesdropping distance, which currently stands at approximately 60 cm.
Since the source of the magnetic ield signal is beyond our control, two main methods can be adopted to extend
the eavesdropping distance. The irst method is to replace the customized coil with high-end magnetic sensors,
such as luxgate sensors and optically pumped magnetometers, that can measure magnetic ields on the order of
pT [16]. Alternatively, advanced noise reduction algorithms or low-noise circuits can be implemented to improve
the system’s performance.

10.2 Eavesdropping on multiple targets

It is typical that multiple victims are present in front of the eavesdropper. In such scenarios, the eavesdropper
may have two kinds of operation purposes. The irst one is to eavesdrop on only one victim, and the eavesdropper
wants to eliminate the interference of the speaker equipment of the people around. The second one is to eavesdrop
on multiple victims simultaneously with relatively high system performance. In our pilot study, the ASR accuracy
will sufer a certain degradation if an extra smartphone or headphones are present. The closer the two devices are,
the poorer the result we get. If we want to realize the second purpose, multiple coils should be used to form an
array. NFC+ has realized the magnetic beamforming using multiple coils for reading multiple tags simultaneously.
Therefore, it is possible for MagEar to eavesdrop on multiple targets in the future.

ACM Trans. Sensor Netw.



An Eavesdropping System Based on Magnetic Side-Channel Signals Leaked by Speakers • 27

10.3 Mobility

Sensing systems based on RF signals are generally sensitive to dynamic environments (e.g., human mobility).
However the directionality of the magnetic ield signal is relatively strong, and there will be no multipath efect.
In this paper, we can discuss mobility from three aspects. 1) We design MagEar as a lightweight ear-worn
eavesdropping device. But the adversary can also eavesdrop with MagEar in his hand, which may cause hands to
tremble. In fact, we found that this type of mobility had little efect on system performance during our experiments.
2) In addition, people are walking around during our experiments. The mobility of people around will not afect
the system as well. 3) Last but not least, the victim may move during the process of eavesdropping. Since the
signal strength will decrease at the same time, it is not feasible for the adversary to compensate the system
position for a better-received signal. If the victim’s movement is small, we might develop a space-searching
scheme to make a calibration.

11 CONCLUSION

In this paper, we propose MagEar, an eavesdropping system that exploits magnetic signals leaked by a speaker to
recover intelligible human speech. The key observation is that the diaphragm of the speaker is driven by a varying
magnetic force, which radiates a magnetic ield that can be measured by a magnetic sensor to infer the audio
being played. We establish a sound-to-magnetic model and validate the feasibility of our proposal for diferent
types of speaker-embedded electric devices. Our evaluation demonstrates that such magnetic side-channel attacks
pose a risk of privacy leakage to the majority of speaker-embedded devices. Even when the victim’s speaker is
blocked by soundproof walls, MagEar can achieve a high speech recognition accuracy.

Our exploration of magnetic side-channel attacks uncovers a signiicant loophole in the security of commercial
of-the-shelf (COTS) speaker-embedded devices, including headphones, smartphones, and smart speakers. We
hope our work will encourage manufacturers to reconsider the security vulnerability of speakers.
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